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SOP Purpose

This SOP defines the procedures to leverage system quality risk and complexity factors in developing a validation approach for Information Technology systems used in regulated activities.

[bookmark: _Toc429133217]SOP Scope

This SOP applies to all computer-based systems.

[bookmark: _Toc429133218]Definitions

Hazard:  A potential source of harm
Criticality Level: a measure of the severity of a hazard 
Complexity Level: a measure of the probability of a hazard 
Risk:  A measure of the severity (criticality) and probability (complexity) of a hazard
Risk Assessment: A comprehensive evaluation of risks and associated impacts
Major System Function:  Sets of requirements that together define a capability or feature of the system. 

[bookmark: _Toc429133219]Responsibilities

The Quality Manager is responsible for 
· Leading development of the risk-based validation approach for each computerized system.
· Contributing expertise on compliance with regulations and regulatory guidelines.

The IT Manager is responsible for 
· Implementing the practices for risk-based validation as specified within this SOP.
· Contributing technical expertise to development of each computerized system’s risk-based validation approach.

The Business Managers are responsible for 
· Contributing business area expertise to development of each computerized system’s risk-based validation approach.

[bookmark: _Toc429133220]System Risk Control Context

System Risk Control is a component of the overall Risk Management process, as described in SOP System Risk Management.  Utilizing the major system function criticality levels, from SOP System Risk Assessment, in developing a risk-based validation approach is an example of Risk Control.  

Per FDA guidelines, the scope and extent of validation efforts should be based not only on quality risk, but also on software complexity because complexity increases the likelihood of future failure.  These two factors can be used to prioritize and provide focus to software validation testing and documentation efforts.  This is the objective of the risk-based validation approach.
[bookmark: _Toc429133221]
Procedures

[bookmark: _Toc429133222]Major Function Categorization
1. Categorize each system’s major functions by the associated level of criticality and complexity.
1.1. Note each major function’s criticality and complexity level, as determined by the procedure in SOP Risk Assessment, in Attachment A, Validation Approach Category Summary.

1.2. After identifying each major system function’s criticality and complexity levels, assign a validation approach category from the table, below:

	Validation Approach Category
	High Criticality
	Medium Criticality
	Low Criticality

	High Complexity
	A
	B
	C

	Medium Complexity
	D
	E
	F

	Low Complexity
	G
	H
	I



1.3. For purchased systems, review the results of the Vendor Assessment for potential impact to the validation approach category.

	Vendor Rating
	Impact to Validation Approach Category
	Example

	Full Approval
	No impact.  
Assign category using Validation Approach Category table, above.
	Assign Medium Criticality/Low Complexity function as category ‘H’.

	Restricted Approval
	Increased risk.
Additional validation required.
Assign Validation Approach Category for 1 complexity level higher.
	Medium Criticality/Low Complexity function would normally be category ‘H’.
However, raise 1 complexity level to category ‘E’ due to vendor rating.

	Not Approved
or
Not Assessed
	Increased risk.
Additional validation required.
Assign Validation Approach Category for highest complexity level.
	Medium Criticality/Low Complexity function would normally be assigned ‘H’.
However, raise to category ‘B’ due to vendor rating.



	See SOP Vendor Assessment for vendor rating details.

	Record the Validation Approach Category in Attachment A, Validation Approach
Category Summary.

[bookmark: _Toc429133223]Validation Approaches
1. Use Appendix A, Risk-Based Validation Approach to define the validation approach for each major system function.
1.1. Required documents and associated aspects, such as stress testing, must be part of the validation approach to control risk
1.2. Optional documents and associated aspects must be considered.  The risk associated with these elements can either be controlled (opt in) or accepted (opt out).
2. Record the validation approach in the system’s Validation Plan.

[bookmark: _Toc429133224]Elective Documentation Approaches
1. For purchased systems, vendor supplied documents can be used as part of the system’s validation documentation when they meet internal standards.
1.1. These documents must be approved per the approval matrix in SOP, Computer Validation.
1.2. Examples of documents commonly supplied by vendors include 
1.2.1. Functional Requirements Specifications
1.2.2. Validation Tests
1.2.3. Trace Matrices.
2. For small projects, the templates for the validation documents listed in Appendix A can be merged.
2.1. Examples of templates commonly combined include 
2.1.1. User Requirements Specifications and Functional Requirements Specifications
2.1.2. Installation and Operational Qualifications, 
2.1.3. Deployment and Data Conversion Plans
2.1.4. Validation Tests and Performance Qualifications.
3. When an elective documentation approach is selected, describe the approach in the system’s Validation Plan.
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[bookmark: _Toc429133225]APPENDIX A:   Risk-Based Validation Approach


	Document and Details
	Risk-Based Validation Approach Category

	
	A
High Criticality
High Complexity
	B
Med, Criticality
High Complexity
	C
Low Criticality
High Complexity
	D
High Criticality
Med. Complexity
	E
Med, Criticality
Med. Complexity
	F
Low Criticality
Med. Complexity
	G
High Criticality
Low Complexity
	H
Med, Criticality
Low Complexity
	I
Low Criticality
Low Complexity

	Change Request
	Required
	Required
	Required
	Required
	Required
	Required
	Required
	Required
	Required

	Risk Assessment
	Required
	Required
	Required
	Required
	Required
	Required
	Required
	Required
	Required

	Project Plan
	Optional
	Optional
	Optional
	Optional
	Optional
	Optional
	Optional
	Optional
	Optional

	Validation Plan
	Required
	Required
	Optional
	Required
	Required
	Optional
	Required
	Required
	Optional

	User Requirements Specification (URS)
	Required
	Required
	Optional
	Required
	Required
	Optional
	Required
	Required
	Optional

	Function Requirements Specification (FRS)
	Required
	Required
	Optional
	Required
	Required
	Optional
	Required
	Required
	Optional

	· FRS level of details
	High
	Medium
	Low
	High
	Medium
	Low
	Medium
	Low
	Low

	Vendor Assessment
	n/a
	n/a
	n/a
	Required
	Required
	Optional
	Required
	Required
	Optional

	System Design Document
	Required
	Required
	Optional
	Required
	Required
	Optional
	Required
	Required
	Optional

	Design Review, Report
	Required
	Required
	Optional
	Required
	Optional
	Optional
	Optional
	Optional
	Optional

	Test Plan
	Required
	Required
	Optional
	Required
	Optional
	Optional
	Optional
	Optional
	Optional

	Unit Testing (UT)
	Required
	Required
	Optional
	n/a
	n/a
	n/a
	n/a
	n/a
	n/a

	Unit Test Report
	Required
	Required
	Optional
	n/a
	n/a
	n/a
	n/a
	n/a
	n/a

	Code Review, Report
	Required
	Optional
	Optional
	n/a
	n/a
	n/a
	n/a
	n/a
	n/a

	Installation Qualification
	Required
	Required
	Optional
	Required
	Required
	Optional
	Required
	Required
	Optional

	Operational Qualification
	Required
	Required
	Optional
	Required
	Required
	Optional
	Required
	Required
	Optional

	Performance Qualification
	Required
	Required
	Optional
	Required
	Required
	Optional
	Required
	Required
	Optional

	Validation Incident Report
	Required
	Required
	Optional
	Required
	Required
	Optional
	Required
	Required
	Optional

	a. Requirements coverage in testing
	All using multiple data sets
	All using single  data set
	Sampling*
	All using multiple data sets
	All using single  data set
	Sampling*
	All using single  data set
	Sampling
	Sampling*

	b. Path testing
	All paths, multiple scenarios
	All paths, single scenario
	Sampling*
	All paths, single scenario
	All paths, single scenario
	Sampling*
	All paths, single scenario
	Sampling
	Sampling*

	c. Boundary testing
	Required
	Required
	Optional
	Required
	Optional
	Optional
	Required
	Optional
	Optional

	d. Test case degree of detail and specificity
	Specific, detailed
	Medium detail
	General*
	Specific, detailed
	Medium detail
	General*
	Specific, detailed
	Medium detail
	General*

	e. Test data similar to production data
	Required
	Required
	Optional
	Required
	Optional
	Optional
	Required
	Optional
	Optional

	f. Testing evidence
	Screen prints of inputs and outputs, signed protocol
	Screen prints of outputs, signed protocol
	Signed protocol*
	Screen prints of inputs and outputs, signed protocol
	Screen prints of outputs, signed protocol
	Signed protocol*
	Screen prints of inputs and outputs, signed protocol
	Screen prints of outputs, signed protocol
	Signed protocol*

	g. User (vs. IT) execution of tests
	Required
	Required
	Optional
	Required
	Optional
	Optional
	Required
	Optional
	Optional

	Trace Matrix – URS to FRS
	Required
	Required
	Optional
	Required
	Required
	Optional
	Required
	Required
	Optional

	Trace Matrix – FRS to System Design
	Required
	Required
	Optional
	Required
	Optional
	Optional
	Optional
	Optional
	Optional

	Trace Matrix – FRS to OQ
	Required
	Required
	Optional
	Required
	Required
	Optional
	Required
	Required
	Optional

	Trace Matrix – URS to PQ
	Required
	Required
	Optional
	Required
	Required
	Optional
	Required
	Required
	Optional

	· Trace OQ and PQ to:
	Test Step
	Test Step
	Test Case*
	Test Step
	Test Case
	Test Case*
	Test Step
	Test Case
	Test Case*

	Part 11 Assessment
	Required
	Required
	Optional
	Required
	Required
	Optional
	Required
	Required
	Optional

	Testing Summary
	Optional
	Optional
	Optional
	Optional
	Optional
	Optional
	Optional
	Optional
	Optional

	Validation Summary
	Required
	Required
	Optional
	Required
	Required
	Optional
	Required
	Required
	Optional

	Deployment Plan
	Required
	Required
	Optional
	Required
	Required
	Optional
	Required
	Required
	Optional

	Data Conversion Plan
	Required**
	Required**
	Optional
	Required**
	Required**
	Optional
	Required**
	Required**
	Optional

	System Use and Support SOPs ***
	Required
	Required
	Optional
	Required
	Required
	Optional
	Required
	Required
	Optional


‘n/a =	Not Applicable
‘*   	Recommended approach when deliverable or activity is performed
‘**   	Required when data will be converted or migrated
‘*** 	System Use and Support SOPs include:  Back-up, Recovery, Security and Access, Training Requirements, Incident Handling, Change
	Management, Technical Operation and Routine Maintenance, User Operation
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ATTACHMENT A:   Validation Approach Category Summary

System Name	 	_______________________________________
System Version 	_______________________________________

	Major System Function
	Criticality Level
	Complexity Level
	Validation Approach Category
	Notes

	Example 1
	
	
	
	

	Set up training plans for employees
	M
	L
	H
	Out of the box feature

	Notify employees of training needed
	M
	H
	B
	Custom coding

	Track employee attendance at training sessions
	M
	L
	H
	Out of the box feature

	Training cost reports
	L
	M
	F
	Configured via report tool

	Example 2
	
	
	
	

	Capture test data from lab instruments
	H
	H
	A
	Custom developed

	Calculate test results from data input
	H
	M
	D
	Configured 

	Automatically approve or reject samples 
	H
	L
	D
	Out of the box feature
“Restricted Approval” vendor

	Report laboratory turnaround time
	L
	L
	F
	Out of the box feature
“Restricted Approval” vendor
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