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Purpose:

This SOP defines the procedures and controls necessary to implement and maintain audit trails within Information Technology systems used in regulated activities.

[bookmark: _Toc429122723]SOP Scope:

This SOP applies to all computer-based systems.

[bookmark: _Toc429122724]Responsibilities

The IT Manager is responsible for implementing and maintaining the audit trails for computer-based systems and associated records.
Managers and all IT Support Personnel are responsible for complying with the policies for implementing and maintaining the audit trails.  

[bookmark: _Toc429122725]Procedures:

[bookmark: _Toc429122726]Risk Assessment
For each computerized system, the need for audit trails is determined prior to implementation by applying a risk based approach.
The criticality level associated with each major system function is determined using the process in SOP System Risk Assessment.
The need for audit trails for system records is determined according to the criticality of the associated system function.

	Criticality Level
	Audit Trail Need

	High
	Audit trail is required for records associated with highly critical system functions.

	Medium
	Audit trail is required for records associated with system functions of medium criticality.

	Low
	Audit trail is not required for records associated with system functions of low criticality.


For each computerized system, identification of the specific records require an audit trail is recorded in the system’s Functional Requirements Specification.

[bookmark: _Toc429122727]Audit Trail Requirements
1. Each computerized system complies with the following common list of audit trail requirements:

	Category
	Common Requirement

	Independence
	· Audit trail records shall be computer generated*
· Audit trail records shall be created automatically without operator intervention (i.e., operator will not be asked whether or not an audit trail record should be created)

	Contents
	· Audit trail records shall capture the date, time, and operator of the record creation, modification, or deletion
· Audit trail records for modification or deletions of records associated with highly critical system functions shall also contain the reason for the alteration
· New audit trail records shall not overwrite or otherwise obscure previously recorded audit trail records

	Format
	· Audit trail records shall be available in human readable form for internal company and external agency review

	Security
	· Persons who create, modify, or delete electronic records shall not be able to alter the audit trail
· Persons who create, modify, or delete electronic records, shall not be able to disable audit trail functionality

	· Wherever technically possible, the automatic audit trail function must be set at the database or operating system level, rather than at the application level, to prevent bypassing the automated generation of audit trail records. 


2. Each computerized system’s audit trail requirements are recorded in the associated Functional Requirements Specification and detailed in the System Design Document.

[bookmark: _Toc429122728]Audit Trail Validation
1. Audit trails for records associated with functions of high and medium criticality are validated and validation evidence is retained per the procedures in SOP Computer System Validation.  

[bookmark: _Toc429122729]Audit Back-up and Archival
1. Back-up schedules and retention periods for audit trails are the same as for the subject electronic records and follow the procedures in SOP System Backup.
2. Archival schedules and retention periods for audit trails are the same as for the subject electronic records.

[bookmark: _Toc429122730]Manual Audit Trails
The manual audit trail procedure is used where the automatic audit trail function is set at the application level, and IT Support Personnel are therefore able to bypass the automated generation of audit trail records.  
1. The Manual Audit Trail Form, Attachment A, is used to record the system name, description of the record alteration, reason for the alteration, and Manager with business responsibility for the record.
2. The Manager responsible for the contents of the electronic record reviews the Manual Audit Trail Form, and if in agreement with the alteration, authorizes the modification by signing and dating the form.
3. IT Support Personnel execute the record alteration authorized on the Manual Audit Trail Form
3.1. An image of the electronic record prior to the alteration is attached to the form.
3.2. An image of the electronic record after the alteration is attached to the form.
3.3. The person who executes the alteration signs and dates the form.
4. The Manual Audit Trail form and attachments are retained for the life of the system.

[bookmark: _Toc429122731]Periodic Audit Trail Review
1. Unless otherwise justified by risk-assessment, each system’s audit trails are reviewed monthly.
2. IT Support personnel provide the Manager with business responsibility for the electronic records with a copy of the audit trail for all record modifications and deletions.
3. The Manager reviews the audit trail to: 
3.1. Verify that modifications and deletions were made in accordance with operational policies and procedures
3.2. Verify that modifications and deletions were made by authorized personnel.
4. Results of the audit trail review are recorded in the Audit Trail Review Log, Attachment B.  
5. Actions to correct or mitigate any negative findings are also recorded in the log.
6. The Manager indicates approval of all audit findings, corrections, and mitigations by signing the Audit Trail Review log.
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ATTACHMENT A:   Manual Audit Trail Form

	System Name
	

	
	

	Record Alteration Type
	
	Add
	
	Change
	
	Delete

	
	

	Alteration Description
	

	
	

	
	

	
	

	Reason for Alteration
	

	
	



-   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -

	Manager Name
	



The record alteration described above has been authorized:

_______________________________________
Manager’s Signature and Date

-   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -
Documentation of Record Alteration

The record alteration requested on this form was completed

· On ________________________ (date)
· By _______________________________________________ (name/signature)

· Image of record before alteration is attached
· Image of record after alteration is attached
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ATTACHMENT B:   Audit Trail Review Log

	System Name
	Review Date
	Review Findings
	Correction or Mitigation
	Reviewed by
Name/Signature/Date
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