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Purpose:

This SOP defines the procedures for continuity of operations for regulated business functions using computerized systems in the case of computer system failure or unavailability.

[bookmark: _Toc429121415]SOP Scope:

This SOP applies to all computer-based systems containing records supporting regulated business functions.

[bookmark: _Toc429121416]Responsibilities
Managers are responsible for defining and implementing procedures to continue business functions during the time of computer system failure or unavailability.  
The IT Director and all IT Support Personnel are responsible for restoring computer system operations according to each system’s Maintenance Procedure or Disaster Recovery Plan.

[bookmark: _Toc429121417]Procedures:

[bookmark: _Toc429121418]Identification of Regulated Records
Each system that contains records supporting a regulated business function is identified in the table below.  
The criticality level associated with each major system, or system function, is determined using the process in SOP System Risk Assessment and recorded in the table.
The Manager of the business function has identified the amount of time that the system can be unavailable before there is a significant business impact.

	System
	Regulated Records
	Criticality Level
	Manager of Regulated Function
	Time (hours) Before Significant Impact

	Training System
	Training completion dates
	Medium
	Manager C
	4.0

	Clinical Information System
	Subject doses, subject reactions, test results
	High
	Manager B
	1.0

	Laboratory Information Management
	Test results, solution preparations, sample receipts
	High
	Manager A
	0.5

	Etc.
	
	
	
	




Examples of regulated records include, but are not limited to, laboratory testing results, clinical trial results, inventory receipts and distributions, manufacturing records, product approvals and holds, product complaints and investigations, CAPA records and investigations, training records.

[bookmark: _Toc429121419]Alternate Record Forms
1. For each computerized record that supports a regulated business function, a form has been prepared and is attached to this SOP.  Each form contains:
1.1. Space to enter all data that must be recorded
1.2. Space for entry of the person, date, and time that the data was recorded
1.3. Space for entry of the person, date, and time of later data entry into the computerized system
1.4. Space for entry of the person, date, and time of the staff member verifying the data entry into the computerized system.
2. The table, below, identifies which form should be used for each record:
	System
	Regulated Record
	Form

	Training System
	Training completion dates
	A-1

	Clinical Information System
	Subject doses
	B-1

	
	Subject reactions
	B-2

	
	Test results
	B-3

	Laboratory Information Management
	Test results
	C-1

	
	Solution preparations
	C-2

	
	Sample receipts
	C-3

	Etc.
	
	



[bookmark: _Toc429121420]Initiation of Alternate Records
1. In the event that a system containing records supporting a regulated business function fails or is unavailable for use, the Manager of the business function will contact the IT Director to find out the duration of the outage.
2. The Manager of the regulated business function will determine when to apply the Alternate Record Procedures and communicate the decision to staff members and the IT Director.


[bookmark: _Toc429121421]Alternate Record Procedure
1. Upon notification from the Manager of the regulated business function, personnel will begin manually recording data into the appropriate form from this SOP.
1.1. GxP documentation practices will be followed:
1.1.1. Data will be recorded in durable blue or black ink.
1.1.2. All changes will be crossed out with a single line, and the new data will be entered.  The change will include a signature, date, and reason for change.
2. When system operations have been restored, enter the data from the Alternate Record form into the system.
2.1. This data can be entered by the same person as the one who entered the data onto the Alternate Record form or by another person.
2.2. The person entering the data will record his/her name, signature, and date in the “Documentation of Data Entry” section of the Alternate Record form.
3. When the system’s, or system feature’s, criticality level is ‘High’, a second person will verify that the data from the Alternate Record form was accurately transcribed into the system.
3.1. This person cannot be the same person as the one who entered the data into the system.
3.2. This person will record his/her name, signature, and date in the “Verification of Data Entry” section of the Alternate Record form.

[bookmark: _Toc429121422]Alternate Record Retention
1. Completed Alternate Record forms are original source documents.
2. The retention period for Alternate Record forms are the same as for the resulting electronic records and follow the retention schedule in SOP System Backup.
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FORM A-1:  Alternate Record Form

System:	Training System
Record:	Training Completion Dates

	Course ID
	

	
	

	Course Name
	

	
	

	Course Date
	

	
	

	Trainee Employee ID
	

	
	

	Trainee Name
	

	
	

	Trainee Grade (pass/fail)
	



Recorded by	__________________________________	_____________________
				Name & Signature				Date
-   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -
Documentation of Data Entry

This record was entered into the Training System

· On ________________________ (date)
· By _____________________________________________ (name & signature)

-   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -
Verification of Data Entry

Accurate entry of this record in the Training System was verified

· On ________________________ (date)
· By _____________________________________________ (name & signature)
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