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Purpose:

This SOP defines the steps and controls necessary to determine and document the adequacy of a software vendor’s quality assurance program.

Scope:

This SOP applies to all new computer-based system software.

Responsibilities

The Lead Assessor is responsible for 
· preparing the Software Vendor Assessment form
· arranging the assessment with the vendor
· coordinating the Assessment Team’s activities
· ensuring that the resulting vendor assessment is complete, approved, and retained.
Each Assessment Team member is responsible for 
· representing his/her area of expertise in contributing to preparation of the Software Vendor Assessment form
· participating in the assessment.  
Management from Information Technology, Quality Assurance, and the business area that will be the primary user of the vendor’s product is responsible for
· assigning personnel to the assessment activities
· approving the completed Software Vendor Assessment form.

Procedures:

Assign Assessment Team

Management will assign the Lead Assessor and Assessment Team members.  
1. The Lead Assessor should have previous auditing experience and training.
2. The Assessment Team should include representatives from:
· Information Technology
· Quality Assurance
· Business area that will be the primary user of the vendor’s product


Identify Assessment Method
	
1. The Lead Assessor will work with the Assessment Team to determine the appropriate assessment method based on the criticality of the system using the procedures in SOP System Risk Assessment.
2. The Lead Assessor and Assessment Team will use the table, below, to identify the appropriate risk assessment method based on system criticality.

	Criticality Level
	Preferred Vendor Assessment Method

	High
	On-Site assessment is the preferred method for highly critical software applications.

	Medium
	Mail, e-mail, or telephone assessment is the preferred method for medium criticality software applications.  An assessment purchased from a third-party software vendor assessment firm is also acceptable for this criticality level.

	Low
	Vendors of low criticality software applications do not need to be assessed.



3. In situations where the Lead Assessor and the Assessment Team recommend a vendor assessment method other than the preferred method, above, this recommendation will be documented and approved by Management prior to proceeding with the vendor assessment.

Prepare Assessment Form

1. The Lead Assessor will work with the Assessment Team to modify the Software Vendor Assessment Form template to fit the situation.
· Assessment questions that are not needed will be removed or marked N/A (not applicable) and rationale for exclusion will be provided.
· Additional questions will be added to cover specific focus areas for the vendor or software.

Conduct Assessment 

1. When a mail or e-mail assessment method is used, the Lead Assessor will send the vendor the Software Vendor Assessment form and instructions for completion.
2. When a telephone assessment method is used, the Lead Assessor will arrange the phone interview with the vendor, document the vendor’s responses, and collect the vendor’s supporting information.
3. When an on-site assessment method is used, the Lead Assessor will make arrangements for the Assessment Team to conduct the assessment at the vendor’s business site.
· Each question on the Software Vendor Assessment form will be evaluated vs. internal standards by reviewing the vendor’s documentation.
· The vendor’s response to each question will be assigned the rating of either:

	Question Rating
	Definition

	Excellent
	Exceeds minimum requirements

	Satisfactory
	Meets minimum requirements

	Unsatisfactory
	Does not meet minimum requirements



Assign Vendor Rating

1. The Lead Assessor will review the completed Software Vendor Assessment form and assign and overall vendor rating:

	Vendor Rating
	Definition

	Full Approval
	Unrestricted approval is granted to the vendor.

	Restricted Approval
	Limited approval is granted to the vendor.  
Limitations, reasons for restrictions, and conditions for removal of restrictions will be documented in the Software Vendor Assessment form summary.

	Not Approved
	No approval is granted to the vendor.
Reason of disapproval will be documented in the Software Vendor Assessment form summary.



Develop Action Plan with Vendor

1. In situations where it would be beneficial to either the vendor or the purchasing company to upgrade the vendor’s rating, the Lead Assessor will work with the software vendor to develop action plans to address questions rated as ‘unsatisfactory’ and establish a timeline for re-assessment.
2. The action plan will be approved by both companies.

[bookmark: _GoBack]Obtain Management Approval

2. The Lead Assessor will review the completed Software Vendor Assessment form and associated documentation with Management.
3. If Management is in agreement with the vendor rating, they will indicate approval by signing the Software Vendor Assessment form.

Retain Documentation

1. The Lead Assessor will file the completed Software Vendor Assessment form and associated documentation in the location designated for computer system records.



References:			
	21 CFR Part 820, Quality System Regulation, Subpart E – Purchasing Controls
General Principles of Software Validation: Final Guidance for Industry and FDA Staff, January 11, 2002, FDA
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