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Purpose

This SOP defines the controls necessary to secure Information Technology systems, records, and data used for regulated business.

[bookmark: _Toc429139521]SOP Scope

This SOP applies to all computer-based systems.

[bookmark: _Toc429139522]Responsibilities

The IT Manager is responsible for implementing policies to secure computer-based systems and associated data.
System Users, Managers and all IT Support Personnel are responsible for complying with the policies that secure computer-based systems, records, and data.  

[bookmark: _Toc429139523]Procedures

[bookmark: _Toc429139524]Physical Security
The physical security requirements for each computerized system are determined prior to implementation to prevent malfunction, damage, and theft.
Requirements are recorded in each system’s design documentation.  Considerations include:
Temperature, humidity, floor load, and power requirements
Protection of small, portable electronic records, media, and hardware
Location of physical threats, such as overhead sprinklers.

[bookmark: _Toc429139525]Data, Software and Configuration Protection
1. Computerized system data, software, and configuration settings are backed-up per the instructions and schedule in procedure System Backup SOP.
2. Each system’s back-ups are retained according to the schedule recorded below.
System Data Retention Schedule

	System Name
	Retention Period
	Media
	Audit Frequency

	System A
	5 years
	CD
	Annual

	System B
	10 years
	Hard drive
	Annual

	System C
	5 years
	Tape
	Twice per year

	System D
	3 years
	Hard drive
	Every other year

	etc.
	
	
	



3. Unless otherwise justified by risk-assessment, each system’s back-ups are audited annually.
3.1. The periodic audit includes: 
3.1.1. Verification of alignment between physical back-up media and back-up documentation
3.1.2. Verification that data, software, and configuration settings on the back-up media can still be accessed and have retained their accuracy and functionality.
3.2. Results of the audit, including any documentation errors, missing back-ups, or media errors are recorded in System Back-up Audit Log, Attachment A.  
3.3. Actions to correct or mitigate any negative findings are also recorded in the log.
3.4. The IT Manager indicates approval all audit findings, corrections, and mitigations by signing the System Back-up Audit log.
4. Each system’s audit trail is periodically reviewed for unusual activity, per the procedures in SOP Audit Trail.

[bookmark: _Toc429139526]User-ids and Passwords
1. Each system controls access using the combination of a user-id and a password.
1.1. User-ids must be unique to a single individual.
1.2. User-ids cannot be reused for another individual.
1.3. Passwords must be changed based on system criticality, per the schedule, below:

	Criticality Level
	Password Change Frequency

	High
	Every 90 days

	Medium
	Every 120 days

	Low
	Not required


1.3.1. The criticality level associated with each major system function is determined using the process in SOP System Risk Assessment.
1.3.2. Periodic password changes are enforced either by automated password expiration settings or by manual mechanisms executed by IT Support Personnel.
1.4. IT Support Personnel do not retain written lists of the passwords associated with user-ids.
2. System Users are responsible for protecting their passwords.
2.1. System Users must select passwords that cannot be easily guessed, such as “password”, “12345”, “abcde”, “qwerty”, family member names, or user–id.
2.2. System Users must not share their passwords with others.
2.3. System Users must not post their passwords in a location where they are likely to be viewed by others.
2.4. System Users must contact IT Support Personnel to obtain a new password if they have reason to believe that their password secrecy has been compromised.
2.5. System Users must sign out of systems or lock their screen when they move out of the immediate proximity of their computer.
3. IT Support Personnel review each system’s log of unauthorized access attempts on a monthly basis.  
3.1. Results of the review, including any potential security violations, are recorded in the Unauthorized Access Review Log, Attachment B.  
3.2. Actions to correct or mitigate any negative findings are also recorded in the log.
3.3. The IT Manager indicates approval of all findings, corrections, and mitigations by signing the Unauthorized Access Review Log.

[bookmark: _Toc429139527]System Access Levels
1. Each system has access levels defined to control access to view, enter, and modify data.  The training requirements for each access level are identified in SOP User Training.
2. Access level settings are set to prevent System Users from modifying system software and configuration settings.
3. Access level settings are set to prevent IT Support Personnel from modifying ‘live’ data without specific authorization of System Users.

[bookmark: _Toc429139528]System Access Management
1. To gain access to a system or modify system access levels, System Users must complete the Access Authorization Form, Attachment C.
1.1. For systems with electronic signatures, as defined in 21 CFR Part 11, System Users must sign the acknowledgement that their electronic signature is legally binding.
1.2. Managers are responsible for authorizing system access and for verifying that the training associated with the requested access level has been completed.
2. Managers are also responsible for completing an Access Authorization Form to remove system access when an employee leaves their organization.
3. IT Support Personnel perform the authorization changes approved on the Access Authorization Form according to the SOP associated with the system.  The person performing the change signs and dates the form.
4. IT Support Personnel retain completed Access Authorization Forms for the life of the system.
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Periodic System Access Review
1. On an annual basis, each system’s access is reviewed.
2. IT Support Personnel provide each manager with a list of the employees and associated access levels from their organization.  See Attachment D for an example template.
3. Each manager reviews the access levels for personnel within their organization, then identifies whether each should remain the same, be changed, or be removed.  The manager signs and dates the form.
4. IT Support Personnel perform the authorization changes requested by the managers according to the SOP associated with the system.  The person performing the changes signs and dates the form.
5. IT Support Personnel note the date that the review was completed in the Periodic System Access Review Log, Attachment E, and retain the completed Periodic System Access Review forms for the life of the system.



References:			
	21 CFR Part 11, Electronic Records; Electronic Signatures, March 20, 1997
	21 CFR 211, Current Good Manufacturing Practice for Finished Pharmaceuticals, April 1, 2005
	Computerized Systems Used in Clinical Investigations, May, 2007, FDA
Eudralex Volume 4, Annex 11:  Computerised Systems
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ATTACHMENT A:   System Back-up Audit Log

	System Name
	Audit Date
	Audit Finding
	Correction or Mitigation
	Approval
Name/Signature/Date
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ATTACHMENT B:   Unauthorized Access Review Log

	System Name
	Review Date
	Findings
	Correction or Mitigation
	Approval
Name/Signature/Date
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ATTACHMENT C:   Access Authorization Form

System Name		_______________________________________
Access			__  Add  	specify level _________________
				__  Change	specify level _________________
				__  Remove
User Name		_______________________________________

Attestation for systems with 21 CFR Part 11 applicable electronic signatures:
I acknowledge that my electronic signature is the legally binding equivalent of a 
hand-written signature
_____________________________________________________________
User’s Signature


Manager Name	_______________________________________

Access modification is authorized and user has completed all training required for any new or changed access levels:
_____________________________________________________________
Manager’s Signature


-   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -   -
Record of Access Modification

The access modification requested on this form was completed

· On ________________________ (date)
· By _______________________________________________ (name/signature)
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ATTACHMENT D:   Periodic System Access Level Review Form

System Name	 	_______________________________________
Manager Name	_______________________________________

	User Name
	Access Level
	Retain Access
	Remove Access
	Change Access to:

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



Any Access modifications indicated on this form are authorized and System Users have completed all training required for any new or changed access levels:
_____________________________________________________________
Manager’s Signature
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ATTACHMENT E:   Periodic System Access Review Log

	System Name
	Review Date
	Reviewed by (name/signature)
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