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Introduction
Describe the process of evaluating the computer system for 21 CFR Part 11 compliance.  Include the participants and timeline as it relates to the system development lifecycle.
[bookmark: _Toc200778026]Requirements
	Requirement
	Reg.
	Y/N/NA
	Evidence or Rationale

	1. Is the system validated per FDA requirements?
	11.10a
	
	

	2. Does the validation documentation demonstrate the accuracy, reliability, and consistency of intended performance?  And, does the validation documentation demonstrate the ability to discern invalid or altered records?
	11.10a
	
	

	3. Have any testing tools used in system development been validated?
	11.10a
	
	

	4. Has a vendor assessment been performed for any vendor whose tools or services have been employed in the development process?
	11.10a
	
	

	5. Can the system generate accurate and complete copies of electronic records suitable for inspection, review, and copying by the FDA?
	11.10b
	
	

	6. Does the system protect records to enable their accurate and ready retrieval throughout the required record retention period?
	11.10c
	
	

	7. Does the system limit access to only authorized users?
	11.10d
	
	

	8. Does the system include a secure, computer generated, time stamped audit trail to independently record the date and time of operator entries and actions that create, modify, or delete electronic records?
	11.10e
	
	

	9. Does the audit trail record changes in a manner that prevents obscuring previously recorded information?
	11.10e
	
	

	10. Does the system capture audit trail time to the second, handle daylight savings time changes, and is there a mechanism for converting that time to the local time of the original user? 
	11.10e
	
	

	11. Can the system generate audit trail records for  FDA review and copying?
	11.10e
	
	

	12. Does the system control the sequence of operator events to ensure the validity and accuracy of the electronic records?
	11.10f
	
	

	13. Does the system control and check that only authorized individuals can use the system, electronically sign a record, access the computer system input or output device, alter a record, or perform the operation at hand?
	11.10g
	
	

	14. Does the system limit certain functionality to a restricted set of equipment (e.g. desktops) to ensure the validity of data input or operational instructions?
	11.10h
	
	

	15. Does the system lock a user’s workstation after an extended period of inactivity?
	11.10h
	
	

	16. Are there policies to ensure that all users of the system have the necessary education, training and experience to perform their assigned tasks?
	11.10i
	
	

	17. Are there records to document that all persons who develop and maintain the electronic record/electronic signature system have the education, training, and experience to perform their assigned tasks?
	11.10i
	
	

	18. Are there written policies that hold individuals accountable and responsible for actions initiated under electronic signatures?
	11.10j
	
	

	19. Are there controls in place for distribution and access to system operation and maintenance documentation?
	11.10k
	
	

	20. Is system documentation maintained under proper change control procedures that include an audit trail of documentation development and modification?
	11.10k
	
	

	21. If this is an open system, are document encryption and appropriate digital signature standards in place to ensure record authenticity, integrity, and confidentiality?
	11.30
	
	

	22. Do all electronic signatures include the name of the signer, date and time of signing and the meaning of the signature?
	11.50a
	
	

	23. Is the electronic signature included in human readable form as part of each signed record whenever it is displayed or printed?
	11.50b
	
	

	24. Are electronic signatures linked to their respective electronic records in a way that they cannot by ordinary means be removed, copied, or transferred in an attempt to falsify the signature?
	11.70
	
	

	25. Are electronic signatures unique to each individual and not reused by or reassigned to anyone else?
	11.100a
	
	

	26. Is there a process to verify the identity of each individual who is given a means to electronically sign a document in the system?
	11.100b
	
	

	27. Has the organization certified to the FDA that electronic signatures are being used in the organization and are intended to be the legally binding equivalent of traditional handwritten signatures?
	11.100c
	
	

	28. Do non-biometric signatures employ at least two distinct identification components (such as user id and password)?
	11.200a1
	
	

	29. Does the system require entry of both signature components for initial or independent signing and at least the secret component of the signature for subsequent sequential signings in a continuous session?
	11.200a1
	
	

	30. Are there clear processes employed to ensure that non-biometric signatures can only be used by their genuine owner?
	11.200a2
	
	

	31. Are there controls that ensure that the attempted use of an individual’s electronic signature by anyone other than its genuine owner requires collaboration of two or more individuals?
	11.200a3
	
	

	32. Are biometric signatures designed so that they cannot be used by anyone other than their genuine owner?
	11.200b
	
	

	33. Is there a process to ensure that no two user id/password combinations are identical?
	11.300a
	
	

	34. Does the system require that administrator issued passwords are changed upon first use?
	11.300b
	
	

	35. Does the system require that passwords be changed periodically, at least every 120 days?
	11.300b
	
	

	36. Is there a process in place which deactivates id and password access when an authorized user is no longer authorized to use the system?
	11.300b
	
	

	37. Is there a process to rapidly deauthorize access for lost, stolen, missing or otherwise compromised tokens, cards or other devices that bear or generate password information?
	11.300c
	
	

	38. Can the system detect attempts to make unauthorized access using passwords and codes and report in an immediate and urgent manner such attempts to system security?
	11.300d
	
	

	39. Does the system provide a report of failed login attempts?
	11.300d
	
	

	40. Are there processes for periodic testing of devices that bear or generate identification codes to ensure that they are still functioning properly?
	11.300e
	
	



[bookmark: _Toc200778027]Summary
Summarize the results of the 21 CFR Part 11 compliance assessment.  Include strengths, weaknesses, and a conclusion on whether or not the system is compliant.
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	Document Version Number
	Document Revision Date
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	Revision Summary
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Signature(s) below indicate agreement with the contents of this 21 CFR Part 11 Assessment document as an accurate representation of the system and supporting processes.

	Document Prepared by:

	Function
	Name
	Signature
	Date

	
	
	
	



Signatures below additionally signify approval of this 21 CFR Part 11 Assessment document.

	Document Approvals:

	Function
	Name
	Signature
	Date

	
	
	
	

	
	
	
	

	
	
	
	



***END OF DOCUMENT***
Functional Requirement Specification; accepted: (TBD)
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